Instalacija ESET Inspect server; mySQL server

[>] Prvo instalirajte MySQL
https://dev.mysql.com/downloads/windows/installer/8.0.html

Nakon toga preuzmite ESET Inspect Server, pokrenite instalaciju i slijedite slike:
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I.Q.I An error occurred while verifying the Windows version,
R

= Couldn't find MSVC C++ runtime 2019 installed on the system. Please
install it from the following link:
https:/fsupport. microso ft. comfen-us help/ 2877003 thedatest-supported
-visual-c-downloads
and then try installing this product again.

The installer log: C:\Wsers\ADMIMI~1\AppDataiLocall ... \MSI5167c.LOG
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Visual Studio 2015, 2017, 2019, and 2022

This table lists the latest supported English (en-US) Microsoft Visual C++ Redistributable packages

for Visual Studio 2015, 2017, 2019, and 2022. The latest supported version has the most recently

implemented C+ + features, security, reliability, and performance improvements. It also includes

2022,

Unlike older versions of Visual Studio, which have infrequent redist updates, the version number

isn't listed in the following table for Visual Studic 2015-2022 because the redist is updated

quently. To find the version number of the latest redi

download the redist you're interested in

using one of the following links. Then, look at its properties using Windows File Explorer. In the

Details pane, the File version contains the version of the redist.
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INSPECT
ON-PREM

Progress. Protected. »

Version 2.0.3539.0 (54 bit)

Welcome to the ESET INSPECT Server
Setup Wizard

The Setup Wizard will install ESET INSPECT Server on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard,

ii;;:'" ESET INSPECT Server Setup

E=D

INSPECT
ON-PREM

Progress. Protected. »

ESET INSPECT Server requires:

« Connection to ESET PROTECT 10.0 or later
« Connection to MySQL or Microsoft SQL Server, Supported
WErSions are:

-MySQL v5.7.35 or later

-MySQL vE.0.30 or later

- Microsoft SQL Server 2017 or later
« When using Microsoft SQL Server, one of the following
QDBC drivers is required:

- QDBC Driver 11 for SQL Server

- QDBC Driver 13 for SQL Server

- QDEBC Driver 17 for SQL Server
« April 2014 update rollup (KB2919355) is required on
Windows Server 2012 R2

Please make sure you meet these requirements before
continuing.
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End User License Agreement

Please read the following license agreement carefully

Effective as of October 19, 2021. "'*

IMPORTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation,
copy or use, THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO
THESE TERMS AND CONDITIONS AND YOU ACKNOWLEDGE PRIVACY
POLICY.

End User License Agreement ¥

[T accept the terms in the License Agreement:

Privacy Paolicy Brint Back Cancel

ESET INSPECT Server Setup = x

&
Product Improvement Program

Lﬂ?paEEﬁT - | Flease help us improve the product.

Crash reports and anonymous telemetry data such as 05
version and type, ESET product version and other

product-specific information are being sent to ESET when
enabled.

[ ] Participate in the Product Improvement Program

Due to the nature of telemetry, the IP address of the
computer the information is sent from is also collected.

Learn mare

Progress. Protected. »
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Destination Folder
Click Mext to install to the default folder or dick Change to choose another

Install ESET INSPECT Server to:

|C: \Program Files\ESET \Inspect Server),

Change...

i ESET INSPECT Server Setup

Server connection

Flease input Web Console and server ports

Web Console HTTPS port: IE
Weh Console HTTP port: |20
Connectors port: 2023
Public hostname: w2022




Server connection

Please input Web Console and server ports

g

'|.|'|
Port 443 is used by another application. Please choose a different one,
C Only one usage of each socket address (protocolfnetwork addressfport)
: is mormally permitted

i ESET INSPECT Server Setup

Server connection

Please input Web Console and server ports

Web Console HTTPS port: 4433
Web Console HTTP port: 30
Connectors port: 3023
Public hostname: w2022




Server connection

Please input Web Console and server ports

g

'|.|'|
Port 80 is used by another application. Please choose a different one,

C Only one usage of each socket address (protocolfnetwork addressfport)
: is mormally permitted

i ESET INSPECT Server Setup

Server connection

Flease input Web Console and server ports

Web Console HTTPS port: |4433
Weh Console HTTP port: 2033
Connectors port: 2023
Public hostname: w2022
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Database connection
Enter the database settings

Databasze: MySOL Server e
Database name: |eidb

Hostname: llocalhost

Port: 3306

Database account

Username: |

Password: ||

e ESET INSPECT Server Setup

Database connection
Enter the database settings

Database: MySQL Server s
Database name: |eidb

Hostname: |||:u:a||‘|clst

Port: 3308

Database account

Username: ||:||:|a|:|min

Password: || T

- corcs
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The database is not configured correctly

For optimal ESET INSPECT performance, reconfigure the database before continuing

Follow the steps below to reconfigure MySQL:

1. Open my.ini configuration file in a text editor. On Windows systems this file is typically

in C:\ProgramDataMySQL\MySOL Server 8,01 folder,

2. Find the following variables and change their values:
- The binary log is enabled. This log can double the disk space used by the database.
Ensure that you have enough disk space for this log or if you don't use it for a
backup or a replication disable it. To disable the binary log add disable-Hog-bin entry
to my.ini.
If & variable doesn't exist add it at the end of my.ini file.

3. Save my.ini file.

4. Restart MySQL service.

Back Mext Cancel

e ESET INSPECT Server Setup

ESET INSPECT usage

To set up ESET IMSPECT, select which type of user best describes you. This will pre-select
various settings optimized for your needs.

() Security Operations Center with fully dedicated resources for EDR
() security-focused IT team with some time dedicated to EDR

(®) IT administrator with limited time

More information about ESET INSPECT usage

You can customize individual settings in the next steps or at any time in the product.

o corcs
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Deatection rules

Select which new ESET INSPECT detection rules you want to enable after the

installation.

0 Threat, Warning and Informational severity (recommended for security operations
centers)

(") Threat and Warning severity {recommended for security-focused IT teams)

® Ereat ﬁeveritg.r (recommended for IT administrators; only shows highly probable
reats

(") Disable all detection rules {not recommended)

More information about rules and severities

The more severities are enabled, the more sensitively the product will react to threats.
It will also generate significantly more detections.

¥ou can enable or disable rules anytime in the "Admin > Detection rules”™ section of the
product.

e ESET INSPECT Server Setup

Data collection

Select how much data should be collected from endpoints and stored in the database.

0O Store all available data This creates a very large database and enables to
retroactively investigate data that wasn't identified as suspidous by the product.

®) Store the most important data This stores all data related to processes but limits the
collection of lowdevel events to suspicious ones.

@Stc:re only data directly related to detections This is recommended unless |n-dE|:|ﬁ'|
investigations beyond detections are reguired., :

Maore information about stored data
You can change this setting at any time in the "Admin > Server settings”™ section of the
product.

Back Mext Cancel
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Data retention

Select how long data should be stored in the database. The longer the period, the larger
the database becomes before old data is purged.

Store detections for: i1 week [ w

Store low-evel data for: 1 week b

Low-evel data accounts for most of the database size and should be stored as briefly as
possible, When remaoved, it only limits detailed investigations of data that wasn't
identified as suspicious by the product,

More information about stored data

You can change this setting at any time in the "Admin > Server settings” section of the
product.

e ESET INSPECT Server Setup

ESET PROTECT settings
Enter the settings that will be used for connecting to ESET PROTECT

Data connection to ESET PROTECT

ESET PROTELT host address: |I|:u:alh|:|st

ESET PROTECT port for data connection: |2223

ESET PROTECT user: |Administrator
ESET PROTECT password: || FEERERRRRNY

Connection to ESET PROTECT Web Console

Protocol used: (CIHTTP (@) HTTPS

ESET PROTECT Web Console port: |443




ESET PROTECT settings

Enter the settings that will be used for connecting to ESET PROTECT

Data connection to ESET PROTECT
Connecting to ESET PROTECT...

ES

ESE| Received details of the server's connection certificate:
ESE| Subject: C=HR;5T=Hrmatska;L=ZG; O=NORT; OU=NORTZG; CH=5erver at
&

ESE| [ssuer C=HR;5T=Hrvatska;L=ZG; O=MNORT;QU=NORTZG;CN=5erver :|
Certification Authority

Conl Fingerprint: 52:3a:0f:93:e3:ad 5% N3 28 bd: 3aiem 08 eTeTican22:eb: 3d
Accept certificate authority files from this server?
Prot

ESE]

= =

e ESET INSPECT Server Setup

Server certificate

Get a certificate to secure the communication between the Connector and the Server

ESET IMSPECT needs a certificate to secure the communication between the ESET INSPECT
Connector and the ESET INSPECT Server

Select how to get the server certificate:

(®) Get the certificate from ESET PROTECT

() Import the certificate from a file

More information Back Cancel




ji ESETINSPECT Server Setup

Server certificate

Get a certificate to secure the communication between the Connector and the Server

Select ESET INSPECT Server certificate [ Create new certificate {

Certificate password

More information Back Mext Cancel

Server certificate

Get a certificate to secure the communication between the Connector and the Server

Please select a certificate.

Cerfificate password |

More information Back Cancel

[>] Ako nema certifikata za ESET Inspect server - kreirajte ga.

Ako ne znate lozinku za ESET Protect Certification Authority - kreirajte novi CA na svom ESET Protect serveru.
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Create certificate

Create a certificate to secure the communication between the Connector and th

Create new certificate

Select the Certification Authority to create the certificate:
ESET PROTECT Certification authority

Certification Authority password

Maore information Back Mext Cancel

jigt ESETINSPECT Server Setup

Create certificate

certificate to secure the communication between the Connector and the Server

Create new certificate

Select the Certification Authority to create the certificate:
ESET PROTECT Certification autharity

Certification Authority password TYTTITIII

More information Back Cancel
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Create certificate

Create a certificate to se

Create new certificate

Description

Password

Confirm password

Host

Valid from

Valid to

More information

the communication between the Connector and the Server

[ﬂ Server certificate

|w2022:localhnst: 192, 168,

[2023-12-15

|2028-12-15

- cocs
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Create certificate

-

Crea

Create new certificate

Commaon name

Country code

State or province

Locality mame

Organization name

Organization unit

Maore information

22

WR

|Hrvatska

FG

|NORT

WOHEG

o cars
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Web console certificate

Get a certificate to enable HTTPS/S5L for the weh console

ESET IMSPECT needs a certificate to enable HTTPS/SSL connection between ESET INSPECT
web console and web browsers

Select how to get HTTPS/SSL certificate:
() Get the certificate from ESET PROTECT
() Import the certificate from a file

(®) Uze the same certificate as for Connector/Server communication

Additional HTTPS/S5L certificate reguirements:

- You must sign this certificate using the SHA-2 algorithm (enable Advanced security in ESET
PROTECT = Server Settings > Connection) - The Certification Authority used to sign the
certificate must be present in the web browser HTTPS/SSL certificate list, If these
requirements are not met, the web browser will display a warning when connecting to the
ESET IMSPECT Web Console.

Maore information Back Cancel

e ESET INSPECT Server Setup

Ready to install ESET INSPECT Server

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back I Install { Cancel
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Installing ESET INSPECT Server

Please wait while the Setup Wizard installs ESET INSPECT Server. This can take a long time,
Please don't restart the installation.

Status: Copying new files
|

ack Mext Cancel

e ESET INSPECT Server Setup

Installing ESET INSPECT Server

Please wait while the Setup Wizard installs ESET INSPECT Server. This can take a long time,
Please don't restart the installation.

Status: IUpdating database: 73%
|

ack Mext Cancel
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Y

Completed the ESET INSPECT Server

INSPECT Setup Wizard
OMN-PREM

Click Finish to exit the Setup Wizard.

Progress. Protected. »

Login - ESET INSPECT on-prem
<~ O A Notsecure | hips;//localhost44

@ NORT @- ESET EPX

PROTECT & INSPECT on-pReM

Log in

administrator

Log into Domain

LOG IN

Progress. Protetted,

Open Heip .
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